£YNX

PokrocCilé bezpecCnostne riesenia

Marek Kloc, CCSP, CCSE, CCDA

Cisco University Roadshow — 2008




LYNX

Legenda

* Pohlad do ,kuchyne” Lynx - kompetencného centra
pre Cisco bezpecnostné technologie

* Bezpecnostné hrozby — prehlad a priklady
* Bezpecnostné hrozby - riesenia
» PokrocCilé bezpecnostne riesenia
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LYNX, vztah k Cisco

= 0odd. Sietova a komunikacna infrastruktura

» odd. PokrocCilé bezpecCnostné riesenia - Cisco
kompetencné centrum pre bezpecnost

Cisco University Roadshow — 2008




LYNX

LYNX, odd. SKI

« Navrh a realizacia pokrocilych projektov
v technologickej oblasti Routing a Switching,
Wireless, IP telefonie a IPT v Enterprise

« Advance Routing a Switching specializacia

* Technologicky Lab v oblasti Routing a Switching,
Wireless so sirokou mnozinou zariadeni
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LYNX, odd. PBR

 Realizacia typickych projektov v oblasti technologicke;
bezpecnosti

—  Budovanie bezpecCnostnych zon

—  Implementacia systémov detekcie prienikov

— Implementacia centralneho monitorovania bezpecnosti
 Implementacia endpoint security

 Hardening serverov, stanic a databaz

. PBR ako kompetenéné centrum pre Cisco bezpecnostné
technologie

—  Lab PBR - simulacia problémov zakaznika, simulacie utokov,
prezentacie pouzitia Cisco bezpecnostnych technologii
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LYNX, odd. PBR — Cisco Lab

Cisco zariadenia

— BezpecCnostné zariadenia — FWSM(modul do 65k), ASA, PIX
— Log Manazment infrastruktura — SIMS a MARS

— VPN koncentratory

— Network Intrusion Prevention (Standalone resp. servisny modul)
— Smerovace radu 18xx az 38xx

— Prepinace radu 29xx, 37xx, 49xx, 65xx

— Voice infrastruktura

— Wireless - autonomny a lightweight

— Content engine

— NAC appliance a NAC Framework

— Secure Access Control server

— Security management server

— Security Agent infrastruktura
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LYNX, odd. PBR — Cisco Lab

Cisco technologie

Filtrovanie paketov, obsahu, URL

VPN (MPLS, RA-VPN, L2L-VPN, DMVPN, TEDVPN, EZVPN, PPTP,
L2TP, GRE, SSLVPN)

Smerovanie (BGP, OSPF, EIGRP, RIP) — autentizacia, filtrovanie
smerovania, filtrovanie smerovacich protokolov

Prepinanie (VTP, STP, VLAN, PVLAN, VLAN-ACL, DTP, Span) -
hardening

Autentizacia, Autorizacia a uctovanie AAA — protokoly RADIUS, TACACS+
RozSirené autentizacné protokoly - EAP — PEAP, FAST, TLS, MD5

|OS Firewal a I0S PKI

Netflow

L2 security — DA, IP Source Guard, DHCP Snooping, Port security
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LYNX, odd. PBR — Cisco Lab

—

fw-int
dmzs-int —lg
|

\

campus w;

3845

mgmt EE
segments fWSITT cur:t“"“* c2811
mgmt //;f/ Cat6k5 asa bx3

user
segments

fwsm-cont
ook

Cisco University Roadshow — 2008



£YNX

LYNX, odd. PBR — Cisco Lab
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Bezpecnostné hrozby
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Bezpecnostne hrozby - prehlad

= Buffer Overflow

= Neautorizovany pristup

» Nespravne pouzité bezpecCnostné rieSenia
= Chyby implementacie

» Prezradenie informacii

= \irus

» Trojan Horse

= Spoofing

= Backdoor Trojan

= Directory Traversal

= Multiple Vulnerabilities

= Format String

= Worm

= Cross-Site Scripting

» Privilege Escalation

= Arbitrary Code Execution
= Denial of Service

= Day-Zero® zranitefnosti
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Bezpecnostne hrozby - prehlad

Kriticky malware v roku 2007

STORM ¢Eerv (tiez Peacomm, Nuwar, Zhelatin)

— Infiltracia mnohymi cestami (buffer/overflow, dokumenty, mail, url, mp3)

— Samostatne vyvijajuci sa — prispdsobuje sa sietovému prostrediu

— Moze stravit Cakanim i mesiace, po prikaze sa zmeni (iné spravanie)

— Po infiltracii pripoji obet' k bootnetu s naslednym pouzitim obete ako zdroj Spam-u
resp. DDoS

— Velmi sofistikovany

— Predpokladany pocet obeti pripojenych v bootnete — 10 mil.

— v2 = MAYDAY ?

ANICMOO tréjsky kén

— vyuziva zranitelnost Microsoft Windows ANI, vykonanim lubovolného kodu

— exploit pre Microsoft Windows, zranitefné su mnohé Windows platformy vratane
Vista

— Po malej zmene kodu, je mozné ,oklamat™® existujuce signatury antivirovych
programov
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Bezpecnostne hrozby - prehlad

Vulnerability and Threat Categories
JAN-OCT 2007

Symbolic Link
Exploit System Trust
Virus

m Misconfiguration
Trojan Horse

m Spoofing

m Backdoor Trojan
Directory Traversal
Multiple Vulnerabilities
Format String
Worm

m Unauthorized Access
Security Solution Weakness

m Software Fault (Vul)
Cross-Site Scripting

B |nformation Disclosure
Privilege Escalation
Arbitrary Code Execution

m Denial of Service

m Buffer Overflow
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Arbitrary Code Execution
Backdoor Trojan

Buffer Overflow

Directory Traversal

Misconfiguration

Software Fault (Vul)

Symbolic Link

Worm
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Bezpecnostne hrozby - priklady

* Manipulacia so ,Spanning Tree Protokolom®
 Private VLAN proxy utok
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Bezpecnostne hrozby - priklady

Manipulacia so ,spanning tree protokolom”

Predpoklady:

- PC s INIC resp. 2NIC

- OS s podporou Spanning tree protokolu

- Pripojenie do LAN resp. pripojenie na 2 r6zne prepinacCe

Dopad:
- Presmerovanie sietovej prevadzky cez utoCnika
- Zahltenie siete - DoS
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Bezpecnostne hrozby - priklady

Manipulacia so ,spanning tree protokolom,

Root Bridge

4 =
’
Network Attack Host Root Bridge
(a) (b) MNetwork Attack Host

—
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Bezpecnostne hrozby - priklady

Manipulacia so ,spanning tree protokolom”

Switch(config)# iInterface Gi11/11
Switch(config-1f)# spanning-tree guard root
Switch(config-1f)# end

Switch#
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Bezpecnostne hrozby - priklady

Manipulacia so ,spanning tree protokolom”

Priklad DoS:

1. Posielanie BPDU s ID =1

2. Nastavenie minimalnej hodnoty Casovaca max-age (6 sec.)

3. Neposielanie BPDU sp6soby opakované ,volbu® root prepinaCa

4. Opakovanim tychto krokov bude siet' ,perzistentnom® v stave ,volba root
prepinaca” — otazka ako to vyuzit?
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Bezpecnostne hrozby - priklady

PVLAN proxy utok

Predpoklady:
 OS s moznostou manipulacie paketov - Linux
ACL na smerovaci s default permit any — white list
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Bezpecnostne hrozby - priklady

PVLAN proxy utok

Network Attacker
MAC f—"s SRC: A1 DST: C2 SFEC A1 DST: C2

s, Router

= MAC: C

b

IP: 3
Target l
MAC: B Isolated Port

IP: 2 Promiscuous Port

Network Attacker I
MAC: A

IP: 1 —

T Router
-’f"i MAC: C

IP:3
Target l / SRC: A1DST: B2
MAI(I:;':'BE SRC: A1DST: B2 Isolated Port

— Promiscuous Port
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Bezpecnostne hrozby - priklady

PVLAN proxy utok - riesenie

? Unicast Reverse Path Forwarding

? Dynamic ARP Inspection

? Source guard

Input ACL na smerovaci —deny ip 1p_net 1p _net-mask i1p_het
Ip_net-mask

e VLAN ACL
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Bezpecnostné hrozby

= Dolezité odporucania
= Patch management
= Pouzit HIPS s ochranou proti Day-zero utokom

= Pravidelne sledovat trendy utokov a prisposobovat tomu
korporatnu infrastrukturu

= Bezpecne programovanie web aplikacii
= Monitorovanie a logging

Cisco University Roadshow — 2008




£YNX

PokrocCilé bezpecCnostne riesenia
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PokrocCilé bezpecCnostne riesenia
Klasicka bezpecénostna infrastruktura

Primary Data Center

Branch Office

*Access lists
*Firewalls
.|DS Anti-Virus
VPN
*Antivirus

Router
Catalyst with

Firewall Module

Houter with
0S5 Firewall

Home Office
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PokrocCilé bezpecCnostne riesenia

RozSirena bezpecCnostna infrastruktura

» Security Information
Management (SIM)

* Cisco DDoS guard a Cisco
DDoS traffic anomaly
detector

* Network Admission Control
(NAC)

* |dentity Based Network
Services (IBNS)

* Host Intrusion Prevention
(CSA)

«Adaptive Security Appliance
(ASA)

Cisco University Roadshow — 2008

Branch Office

CSA r[._l%:_.!!

:Tfn L:ﬁj
—-\
AN

-

= ASA (Active)
Q\.I CSC Module for
H

EmE—— Anf-Virus

e —
- Router with 105
g Firewall and ICS

Router

Primary Data Center

pana | ' Ty
EEWE i ahi) ] LLLY ] i
DU s [-]; LLL L e
LR O NOEl LY i
L] - LR LN
. L a L w1 E
(11 ——— (1]
il ) [ (1]
W Wi
r "
i
\
h ! - | i | |l
f
|
)
b . x

Catalysi
with Firewall
WModule and

NAC

Centralized Management




LYNX

PokrocCilé bezpecCnostne riesenia

RozSirena bezpecCnostna infrastruktura

Security Information Management (SIM)

 Import Netflow dat pre detekciu anomalii
» Base line pre Standardnu sietovu prevadzku

 Sofistikované rozpoznavanie datovych tokov (napr. NAT)
* Rozpoznavanie konfiguracii zariadeni

 Korelacia udalosti

* Redukovanie false positive

« Zobrazovanie vektoru utoku

 VVykonavanie aktivnej odozvy
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PokrocCilé bezpecCnostne riesenia

RozSirena bezpecCnostna infrastruktura

Cisco Adaptive Security Appliance (ASA)
* Antispoofing (URPF)
* Moznost integracie s IPS resp. Content a Control Security (Antivirus,

Antispam, Antiphising, Antispyware, URL filtering, Content Security, File
blocking)

 Aplikacna inSpekcia (DNS,HTTP,Voice, Netbios, PPTP, SQL, RPC)
* QoS
* VPN - L2L, RA-VPN, L2TP, PPTP
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PokrocCilé bezpecCnostne riesenia

RozSirena bezpecCnostna infrastruktura

IEEE802.1x a IBNS

* Autentizacia na Il. vrstve TCP/IP
* Autentizacia uzivatela a zariadenia

 Autentizacia voice infraStruktury
* Flexibilita — priradenie do VLAN(aj PVLAN), MAC Bypass, Critical port,
Guest, WolL, dACL,
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PokrocCilé bezpecCnostne riesenia

RozSirena bezpecCnostna infrastruktura

Network Admission Control (NAC)

* NAC Framework a NAC Appliance

» Autentizacia a Autorizacia

* Integracia s 802.1x

* Podpora a zariadeni bez agenta

* Neautorizovane zariadenia Host Attempting Metwork Access Cisco Policy Audit Server
su umiestnené do karantény IETLERILEES Devices (NAD) Server (Opticnal)

* vlan, pvlan, vrf, acl
 Remediation

]
If'.?'::u-:'Jl.'c.F'i.-'-..l-.'r|r-4!- -(—l— -

Cisco Trust Agent . ! ! Cisco Trust Agent
(CTA) Missing Missing
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PokrocCilé bezpecCnostne riesenia

RozSirena bezpecCnostna infrastruktura

Host Intrusion Prevention (CSA)

» Ochrana pred Day-zero utokmi (?)

* Host intrusion prevention

* Ochrana pred buffer overflows

 Detekcia Port scan

* Distribuovany personal firewall

» Ochrana pred spyware/adware

* Inventarizacia softvéru

» Location-based politiky — vykonavanie politiky v zavislosti od toho Ci je
pracovna stanica pripojena do podnikovej siete alebo niekde inde

* Politika pre obmedzenie pristupu na odnimatelné média, vratane USB

zariadeni
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PokrocCilé bezpecCnostne riesenia

RozSirena bezpecCnostna infrastruktura

Host Intrusion Prevention (CSA)

« Kontrola Hot fix-ov and Service Pack-ov (SP)
* Ochrana suborov a adresarov

* Ochrana dat v Clipboard-e

« Kontrola Antivirus DAT suborov

* Integracia s Cisco Trust Agent pre NAC

« ,Tagovanie® trafiku aplikacii pre QoS

* Podpora pre VMWare

* Podpora pre Tablet PC

* Podpora pre Solaris 9
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PokrocCilé bezpecCnostne riesenia

RozSirena bezpecCnostna infrastruktura

Host Intrusion Prevention (CSA) — buffer

overflow — BO

« PrecCo BO funguije:
1. Programator predpoklada, ze na vstupe bude mat
poZzadované mnozstvo dat ;-)
2. Program spracuje tolko dat kolko dostane
« Dopad:
« Spustenie akéhokolvek programu
« Call register — napr. Volanie niektorej funkcie z
Kernel32.dll
 Push, Pop, Blind return — volanie podvrhnutého
programu/funkcie

Cisco University Roadshow — 2008




LYNX

PokrocCilé bezpecCnostne riesenia

RozSirena bezpecCnostna infrastruktura

Host Intrusion Prevention (CSA) — Ochrana
pred buffer overflow

Riesenim je sledovanie spravania sa aplikacie
 Klasifikacia aplikaciee
« Sledovanie vykonavania nasledovnych operacii (uvedené
su len niektore)
* Pristup k systémovym funkciam volanych z heap-u
resp. stack-u
- Citanie systémovych registrov
* Priamy pristup do pamate — obchadzanie restrikcii
virtualnej pamate
« Zapisanie kodu (napr. dll) do pamate rezervovanej inej
aplikacii
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PokrocCilé bezpecCnostne riesenia

RozSirena bezpecCnostna infrastruktura

Cisco DDoS guard a Cisco DDoS traffic anomaly detector
» Generuje ,Base line" standardnej sietovej prevadzky
* Presmerovanie DoS trafiku mimo cielového zariadenia

* R6zne techniky pre presmerovanie trafiku — policy routing, VRF, VLAN,
GRE

* VyCisteny“ trafik je presmerovany spat’ ciefovému zariadeniu
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Otazky
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